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Summary

The ubiquitous use of IT exposes society and its institutions (government, commercial,
educational, etc.) to various cyber threats, ranging from malware and phishing to sophisticated
attacks targeting sensitive data and infrastructure. The growing reliance on digital tools requires
increased awareness and skills in digital security. The escalation of cyber threats highlights the
urgent need to find robust approaches to digital security education, starting with the proactive
training of computer science teachers. In the article, we substantiate the problem of preparing
future computer science teachers to form students' digital security skills and the need for a pro-
active approach to building educational programs for training computer science teachers, which
should pay special attention to the development of critical thinking of young people and skills
in solving problems related to digital security. This will enable future teachers to respond to and
adapt to new threats. It is emphasized that educational programs should include an educational
component that provides practical exercises and simulations to gain practical experience with
safety tools and methods. It is substantiated that integrating digital security courses into educa-
tional programs for training computer science teachers should go beyond isolated modules or
optional courses and become a normative component of the educational program.
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1. Introduction

The digital age has revolutionized education by integrating information technology (IT)
into teaching and learning (Yurchenko et al., 2023). This shift, while beneficial, poses prob-
lems, especially about informational influences (Rudenko et al., 2023a) and digital security.
Therefore, IT integration requires actualization, understanding, and perception of the problem
of digital security (Drushliak, 2022), which should be considered not only at the state level but
also at the level of education. The rapid pace of technological progress supports the relevance
of non-formal education (Yurchenko et al., 2021). Online platforms offer a wide variety of dig-
ital security training courses. At the same time, the constant emergence of new threats makes
existing educational materials obsolete. This forces educators to respond to challenges and look
for ways to improve cybersecurity education, which naturally begins with schools. Therefore,
the problem of preparing future computer science teachers for the formation of students' digital
security skills is relevant.

Analysis of current research. An analysis of computer science teacher training programs
shows a particular disparity in digital security education. Some educational programs for train-
ing computer science teachers include modules on cybersecurity, but some programs still need
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to provide) the formation of knowledge and skills in this area (Kozhukhova & Proshkin, 2021).
At the same time, educational programs often focus on the theoretical aspects of cyber threats
and neglect practical skills to counter them in real life (Port & Kessler, 2014). Given the grow-
ing complexity of cyber threats, this aspect determines the critical role of digital security in
various sectors of the economy, and therefore, a comprehensive training program for specialists
to develop integral practical skills to counter various cyber threats becomes necessary.

Another challenge is identifying gaps in knowledge and skills related to digital security.
These include a lack of understanding of emerging threats (phishing, malware, ransomware,
etc.) (Yousif Yaseen, 2022), lack of knowledge of security protocols and counter-threat prac-
tices (Yu et al., 2011), as well as limited experience in responding to incidents and ignorance
of methods for their remediation. Due to the time barracks, most programs fail to adequately
address digital security's ethical and legal implications, such as data privacy and intellectual
property rights (Feng et al., 2022). This prevents future teachers from teaching their students
effectively. Research highlights the importance of digital literacy, including digital security, in
the 21st century (Boer et al., 2023). The lack of specific training in digital security can also lead
to a decrease in the quality of student training (Mostaghimi et al., 2017). The rapid development
of technology also requires providing professional development opportunities for educators to
ensure that existing knowledge is up-to-date on the latest cybersecurity trends. The constant
emergence of new technologies makes establishing standardized methods for assessing cyber-
security skills challenging.

In many educational programs for training computer science teachers, there needs to be
more emphasis on practical learning. The predominantly theoretical approach limits students'
ability to develop practical skills, especially critical thinking, necessary to solve cybersecurity
problems (Rudenko et al., 2024). The use of virtual and cloud environments in educational
institutions in Ukraine requires significant investments in resources and infrastructure, as well
as the continuous development of cybersecurity skills of teachers and university staff.

Despite the gaps, there are positive trends to strengthen digital security education.
Specialized courses and modules focused on cybersecurity are being developed as part of
computer science teacher training programs (Kozhukhova & Proshkin, 2021). The increasing
availability of online resources, such as open educational resources, provides opportunities
for educators to complement/deepen curricula. Integrating digital literacy frameworks (Dig-
CompEdu framework, Ng et al., 2023) in teacher training programs helps standardize cur-
ricula. However, the rapid evolution of cyber threats requires constant updating of curricula,
which requires significant resources and expertise (Tang & Fan, 2024). The need for qualified
teachers (instructors, practitioners, etc.) with computer science and digital security expertise
creates a staffing problem.

Preparing future computer science teachers to address digital security issues effectively
requires significant investments in institutional support resources. A critical barrier is the need
for more sufficient resources (finances, computer hardware, software, etc.), which hinders the
effective implementation of teacher training programs (Kozhukhova & Proshkin, 2021). In par-
ticular, this includes insufficient funding for specialized software and hardware and access to
up-to-date cybersecurity training materials. Many institutions need more money, making allo-
cating sufficient funds for comprehensive digital security training difficult. The lack of specia-
lized infrastructure, such as secure online learning environments and well-equipped computer
labs, further exacerbates this problem. A significant obstacle is the need for specialized techni-
cal support personnel to assist teachers and educators. The need for clear guidelines and poli-
cies for integrating digital security into educational programs also poses certain risks.
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The effectiveness of the implementation of educational programs depends on the teach-
er's level of preparedness. Many may need more digital security knowledge (Rahmatullah et
al., 2022), affecting their ability to train future teachers effectively. This lack of confidence and
experience may be due to limited familiarity with cybersecurity concepts, insufficient profes-
sional development opportunities, and the nature of digital security. security, which is rapidly
evolving under the influence of various threats. Researchers record a specific resistance of
teachers to the introduction of new technologies (Rahmatullah et al., 2022). Therefore, teacher
training educational programs provide opportunities to build confidence and competence in
digital security, which can be achieved through introducing more practical classes, facilitating,
and creating a supportive learning environment.

The digital divide (in access to technology, the Internet, and existing IT skills) limits
many students' ability to provide quality cybersecurity education (7Tang & Fan, 2024). Unequal
access to technology and internet connectivity between students and teachers creates a disparity
in learning opportunities. lack the necessary tools and resources to fully participate in digital
security training, hindering their ability to develop the essential skills. Overcoming this barrier
requires implementing strategies to bridge the digital divide, ensuring equal access to technol-
ogy for all students and teachers (Tang & Fan, 2024).

Practical education in the field of digital security requires the formation and develop-
ment of interdisciplinary links between different disciplines of professional training of tea-
chers, including computer science, mathematics, education, and information security (Yuan et
al., 2009). More development of these disciplines can create obstacles to effective learning.
Teachers of IT disciplines may lack pedagogical knowledge about teaching methods and cyber
threats, while educators may not understand digital security concepts sufficiently. The lack
of interdisciplinary connections can lead to the fact that curricula will be either too technical or
too theoretical, unable to effectively equip future computer science teachers with the necessary
combination of technical and pedagogical skills.

Traditional methods for assessing digital security skills may need to be revised to cover
the breadth and depth of understanding of the basic concepts and approaches required for
cybersecurity (Fang, 2024). Assessing practical skills, such as identifying and responding to
threats, requires a unique approach that goes beyond traditional written exams (Rudenko et al.,
2023b). The dynamic nature of digital security manifestations necessitates continuously adapt-
ing assessment methods to ensure they remain relevant and practical. Developing reliable and
valid assessment tools that will correctly measure knowledge and skills in the field of digital
security becomes another challenge to ensure the effectiveness of educational programs.

Effective teaching of digital security courses requires a comprehensive approach that
goes beyond simple lectures and includes active learning strategies. An important aspect is
understanding students' specific needs and prior knowledge (Kozhukhova & Proshkin, 2021).
And although today's students often have a high level of digital literacy (Martin et al., 2024),
their knowledge of security principles may be limited. Teachers should assess the level of stu-
dents' existing knowledge and, based on this, teach new material (Ng et al., 2023), and therefore
there is a need to search/choose appropriate teaching methods.

The analysis reveals problems in the training of future computer science teachers in
the field of digital security. Generalization and systematization of the research allow us to for-
mulate proposals for improving educational programs for training computer science teachers
in this area. Therefore, the study aims to summarize the problems of preparing future com-
puter science teachers to form digital security skills in students and formulate recommendations
for improving relevant educational programs.
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2. Main part

Based on the results of the presented analysis, we highlight the problems of preparing
future computer science teachers for the formation of students' digital security skills (Fig. 1).

Disproportion of
educational programs

Gaps in knowledge
and skills related to

Ethical and legal
implications of digital

Lack of special
training for teachers in

components

in the field of digital S : . 2 X
security digital security security digital security
: The need to constantly The need for Lack of specialized
Lack of emphasis on update educational . Plpral 3
. oo - investment in digital infrastructure to
practical training programs or their . .
security develop relevant skills

Lack of specialized
staff and technical

Lack of clear
guidelines and policies

The level of teacher's

Certain resistance of
teachers to introduce

of the educational training . .
support institution Innovations
The digital divide (in Thefg ;(r)nbilrfm of The problem of The problem of
access to IT, the inter discipl%nary effect_iv.e assessment ﬁnding/ selecting
Internet, anc} available connections within the of dlglta! security appropriate teaching
IT skills) skills methods

educational program

Fig.1. Problems of preparing future teachers of computer science for the formation
of students' digital security skills

The problems identified during the analysis made it possible to formulate recommen-
dations for improving the relevant educational programs. Consequently, educational curricula
often need more depth and breadth for future computer science teachers to teach digital security
students effectively. Therefore, the necessary improvement should include not only the forma-
tion of theoretical knowledge but also practical skills, which is possible based on introducing a
separate educational component of the academic program for training computer science teachers.

Firstly, such an educational component should focus exclusively on digital security
training. As a standalone course, it should delve into effective methodologies for teaching the
often complex and abstract ideas and concepts of digital security. The course should provide
teachers with the knowledge to develop engaging lessons appropriate for their age, from asses-
sing students' understanding of digital threats and digital security to their ability to avoid digital
threats. Such an educational component will allow you to study the problems of cybersecurity
and the peculiarities of forming relevant skills more deeply.

Secondly, the formation of digital security skills should be integrated into the exist-
ing professional training courses (various educational components) to ensure the successful
formation of relevant knowledge and skills in the field of digital security. This integration of
educational components should be wider than technical aspects. It must include ethical con-
siderations, legal frameworks, and social implications. This approach will ensure that digital
security is not seen as an isolated topic but as an integral part of computer science education.
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Thirdly, such an educational component should provide a variety of teaching methods
and resources for their further transfer to the professional practice of the future computer
science teacher. This can include hands-on exercises, simulations, and case studies of various
problems (life situations, problem cases, etc.) to make the educational process more interesting
and relevant.

We note the importance of continuous professional development of teachers in the
field of digital security. The rapidly evolving nature of digital security requires continuous
professional development as a constant learning process and continuous improvement of
teaching practices, especially in the context of the evolution of technology (Kozhukhova &
Proshkin, 2021). Therefore, it is considered appropriate to conduct regular seminars/trainings
to inform teachers about the latest threats, vulnerabilities, and best practices of digital secu-
rity. Such classes should focus on mastering new information and its practical application in
their teaching practice. Classes that provide opportunities for teachers to share their experi-
ences with colleagues contribute to creating a productive learning environment.

Secondly, teachers should be provided access to online resources and communities. This
would allow them to stay up-to-date with the latest developments in the field and get support
from experts. Creating online forums using existing platforms such as Moodle could facilitate
peer-to-peer learning and the sharing of best practices.

Thirdly, mentoring programs will be advisable to combine experienced teachers with
those just starting in this field. This will provide an opportunity to learn from professionals and
receive personalized recommendations. Mentors can provide support, feedback, and guidance
on integrating digital security concepts into teaching practice.

Providing up-to-date digital security knowledge requires collaboration between edu-
cational institutions and IT professionals. The ultra-rapid development of digital threats
requires partnerships to bridge the gap between academic knowledge and real-world practice
(Spang, 2014).

First, the creation of advisory boards can help disseminate information about current
digital security challenges and positive practices for their enforcement. Board members can
help develop an educational program or its component in compliance with industry needs and
standards. Involving IT professionals in developing educational programs can ensure that the
skills formed by the academic program are directly applicable to real-life situations.

Second, regular internships and integrated learning opportunities should be provided
to provide students with hands-on experience in digital security. This will allow students to
deepen and modernize their knowledge of digital security and gain experience under the men-
torship of IT industry professionals, which will significantly improve their understanding of the
challenges and complexities associated with digital security.

Third, collaborative research projects between educational institutions and industry
can lead to the development of innovative teaching materials and resources. A collaborative
approach ensures that the academic program remains relevant and in demand, providing future
teachers with the knowledge and skills necessary to prepare their students for the challenges of
the digital age (Yuan et al., 2009). Additionally, such partnerships can lead to the development
of valuable resources, such as online learning modules or interactive simulations, which can be
widely used in the educational field.
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3. Conclusions

The analysis of scientific sources has shown the relevance and importance of preparing
future computer science teachers for the formation of digital security skills in students. The con-
sidered studies consistently emphasize the growing need for digital literacy, especially regard-
ing security, in a world increasingly dependent on technology. Generalization of the current
training state of future computer science teachers reveals significant gaps in their knowledge
and skills in digital security, which in turn poses a substantial threat to the digital safety and
well-being of young people, who are increasingly vulnerable to cyber threats and online risks.

The considered sources emphasize the diverse nature of digital security education. It's
not just about learning technical skills. It is about awareness of the culture of digital citizen-
ship and the responsible behavior of young people online. Future computer science teachers
need training beyond technical security protocols and covering the social, ethical, and legal
aspects of digital interaction. Research scientists emphasize the importance of forming inter-
disciplinary connections within the framework of educational programs for teacher training.
This comprehensive approach requires a change in pedagogical strategies - encouraging active
learning, developing critical thinking skills, and forming a culture of digital responsibility from
the beginning of the student's educational journey. Building confidence and continuously devel-
oping teachers' digital competence is essential to counter emerging digital threats, empowering
them to create a safe and reliable educational environment for their students.

The results of our research indicate the need to pay attention to developing compre-
hensive digital security training courses specifically designed for future and practicing com-
puter science teachers. These courses should equip teachers with the technical knowledge to
understand and explain safety concepts and provide them with pedagogical tools to integrate
these concepts into their professional activities effectively. In addition, curricula should focus
on developing critical thinking and problem-solving skills related to digital security, enabling
teachers to respond to and adapt to new threats. Such an educational component should include
practical exercises and simulations, allowing future teachers to gain practical experience with
safety tools and methods.

The lack of a consistent and effective line in digital security in educational programs for
the training of computer science teachers can have delayed negative consequences. The inte-
gration of digital security courses into computer science teacher training programs should go
beyond isolated modules or elective courses and become a regulatory component of the educa-
tional program, and academic institutions should develop a culture of continuous learning for
professional development in digital security.
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