
230

SCIENTIFIC JOURNAL OF POLONIA UNIVERSITY 67 (2024) 6

COUNTERING CYBER THREATS IN THE CONTEXT  
OF DIGITAL EDUCATIONAL TECHNOLOGIES IN THE HIGHER 

EDUCATION SYSTEM OF UKRAINE

Iryna Parfonova
PhD in Economic Sciences,

Associate Professor at the Department of Social Medicine, Organization and Management  
in Healthcare, Kharkiv National Medical University, Ukraine

e-mail: Managerhnmi@proton.me, orcid.org/0000-0002-7049-4312

Oleksandra Zinchenko
Postgraduate Student at the Department of Political Science of School of Philosophy,  

V. N. Karazin Kharkiv National University, Ukraine
e-mail: alekca.98@ukr.net, orcid.org/0000-0003-1623-957X

Summary
The article is dedicated to analyzing the implementation of distance learning in higher 

education institutions in Ukraine, as well as the challenges and prospects associated with this 
process. It discusses the main distance learning platforms used in Ukrainian higher education 
institutions such as Moodle, Google Classroom, Microsoft Teams, Coursera, EdX, Prometheus, 
and the National Distance Learning Platform. Each of these platforms has its own features 
and advantages, ensuring accessibility and flexibility in education for students and educators. 
In addition to the advantages of distance learning, the article also focuses on cybersecurity 
issues, which are becoming increasingly relevant with the growth of online education.  The main 
cybersecurity threats are analyzed, including software vulnerabilities, personal data protection, 
network security, and the low level of user awareness. Approaches to managing innovations for 
protection against cybercrime and stimulating investments in cybersecurity are discussed, high-
lighting their effects on educational institutions, the country, and society. The article highlights 
ways to enhance cybersecurity in HEIs, including implementing modern security technologies, 
developing strict data access policies, and increasing cyber literacy among students and fac-
ulty. The legislative framework of Ukraine regulating data and information protection is also 
discussed, with particular attention to the laws «On Personal Data Protection» and «On Infor-
mation Protection in Information and Telecommunication Systems,» as well as recent changes 
in copyright legislation emphasizing the protection of intellectual property in the digital envi-
ronment. The article concludes that distance learning in Ukraine has great potential but requires 
improvements in cybersecurity and updates to legislation for the digital age. The implementa-
tion of cybersecurity measures and the modernization of the regulatory framework will help 
create a safe and effective learning environment.
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1. Introduction

The educational process is a complex system consisting of a large number of disparate 
subsystems and generally lacking a clear formal definition. A systemic approach allows us to 
analyse the peculiarities of the functioning and development of the educational system, taking 
into account the key requirements of the state, society and citizens in both the short and long term. 

Digital educational platforms play a key role in modern higher education, providing 
tools for distance learning, process management and interaction between students and teachers. 
The digitalisation of education in Ukraine meets modern challenges and trends, improving the 
quality and accessibility of education. The integration of technologies makes the process more 
flexible and personalised, which contributes to the competitiveness of Ukrainian universities in 
the global market. 

Implementation of digital solutions requires a systematic approach: training of teach-
ers, modernisation of infrastructure and updating of materials. Ukraine uses international and 
domestic platforms that support various formats: distance and blended learning, online courses, 
and virtual laboratories. These forms contribute to the flexibility and accessibility of education, 
although they require careful organisation and cybersecurity. The Law of Ukraine ‘On Higher 
Education’ defines distance learning as an individualised process using modern technologies 
and remote interaction (On Higher Education 2024).

It is worth noting that in recent years, higher education systems around the world, 
including Ukraine, have been significantly developed under the influence of digital technolo-
gies. The rapid development of information and communication technologies (ICTs), as well 
as recent global challenges such as the COVID-19 pandemic and subsequent martial law in 
Ukraine, have significantly accelerated the transition to distance learning. Under these condi-
tions, educational institutions were forced to quickly adapt to the new realities by introducing 
various platforms for organising the distance learning process.

Ukrainian and foreign scholars are actively researching the topic of distance learning. 
The studies presented in this paper detail the use of modern technologies in vocational educa-
tion and distance learning. 

Ukrainian and foreign scientists are actively researching the topic of distance learning. 
The presented studies detail the use of modern technologies in vocational education and dis-
tance learning. In particular, Desamsetti H. (Desamsetti 2016) identifies the main problems of 
cloud computing technologies and ways to minimise their impact in the process of education. 
On the other hand, Reghunadhan R. (Reghunadhan 2022) analyses the historical stages of the 
development of the global cyber threat, as well as considers the problems and opportunities 
of cyber defence in the context of global development and deepening international relations. 
Tytarchuk M. V. (Tytarchuk 2020) compares distance learning in Ukraine and abroad, highlight-
ing its flexibility, accessibility and individual approach. Dudnik V., Tukhtarova T., Kucher R. 
(Dudnik V., Tukhtarova T., Kucher R. 2020) analyse the peculiarities of organising distance 
learning under martial law, emphasising the priority of security. Fadziso T., Thaduri U. R., and 
Desamsetti H. studied aspects of cybersecurity, the main threats and directions of its coun-
teraction in higher education institutions (Fadziso, Thaduri, & Desamsetti 2023). Nashynets- 
Naumova A., Buriachok V., Korshun N., Zhyltsov O., Skladannyi P., Kuzmenko L. (Nashynets- 
Naumova, Buriachok, Korshun, Zhyltsov, Skladannyi, & Kuzmenko 2020) analyse the issues 
of information and cybersecurity in higher education institutions, emphasising the importance 
of protecting information systems. Kuzmenko O., Kubálek Y., Bozhenko V., Kushneryov O., 
Vida I. in their works highlighted the main aspects and approaches to managing innovations 
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to protect against cybercrime in various sectors of economic and social life (Kuzmenko, 
Kubálek, Bozhenko, Kushneryov, & Vida 2021). Yang, A., Kwon, Y. J., and Lee, S. Y. T. inves-
tigated the impact of legislative norms in different countries towards effective cybersecurity 
information sharing (Yang, Kwon, & Lee 2020). Wessels M., Van den Brink P., Verburgh T., 
Cadet B., & Van Ruijven T. considered the main directions for understanding the incentives 
for investment in cybersecurity and the subsequent effects of such investment (Wessels, Van 
Den Brink, Verburgh, Cadet, & Van Ruijven 2021).

In general, the studies cover a wide range of issues related to distance and innovative 
learning, including the impact of technology on the educational process, problems and pros-
pects for the development of distance education in Ukraine and abroad. At the same time, some 
aspects, such as the peculiarities of implementing distance learning and cyber threats in the con-
text of digital learning technologies and cybersecurity of the distance higher education system, 
remain insufficiently disclosed and require further research.

This study aims to provide an analysis of the key platforms for distance higher education 
used in Ukraine, their functionalities, advantages and disadvantages. Particular attention is paid 
to the aspects of cybersecurity and learning management in distance learning and the develop-
ment of a structured system for ensuring cybersecurity of students and teachers when working 
with distance learning platforms in Ukrainian universities.

2. Digital learning technologies as the future of the educational process and their forms

Today, distance learning opens up many opportunities for students and teachers. It 
allows access to educational resources regardless of geographical location, provides flexibility 
in learning, promotes individualisation of the learning process and supports continuous pro-
fessional development. For Ukraine, as well as for many other countries, these advantages are 
becoming especially important in the context of constant changes and challenges facing the 
higher education system. Today, there are many platforms for distance learning, each offering 
its own unique features and functionality. In Ukraine, as in other countries, educational institu-
tions use different platforms, adapting them to their needs. Let's take a look at the most widely 
used platforms for distance learning in Ukrainian universities:

– Moodle is the most widely used platform for distance education in Ukrainian uni-
versities. It is used to create online courses, conduct tests and organise communication 
through forums and chats. The main advantage is that it is free, which makes it cost- 
effective for universities. Moodle can be easily adapted to the needs of institutions, supports 
various content formats, and is available on different devices and languages.  In Ukraine, 
Moodle is actively used for distance learning, providing quality education even at a dis-
tance. It is a powerful and flexible tool that meets the modern requirements of the educa-
tional process (BeamStacks Blog).

– Google Classroom is a free web-based learning management platform from Google. 
It simplifies the creation, distribution and assessment of tasks, improves interaction between 
teachers and students, especially in distance learning. Key benefits include integration with 
Google Docs, Sheets, and Drive, a simple interface, and accessibility across devices. Although 
the platform is less functional than specialised systems such as Moodle and requires a Google 
account, it is actively used in Ukrainian universities to organise online classes and distribute 
learning materials (Google Sites). Google Classroom facilitates the learning process by pro-
viding convenient access to materials and assignments, as well as effective interaction between 
participants.
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– The third distance learning platform is Microsoft Teams. This is a communication 
platform designed to organise collaboration, information exchange and interaction in the work 
environment. Its advantages include ease of use due to its intuitive interface and integration 
with other Microsoft services, such as Office 365. Users can create group chats, hold video 
conferences, share files, and work on joint projects in real time. In addition, Teams provides 
ample opportunities for organising workflows, such as task management and meeting sche- 
duling (Raymond 2023). Microsoft Teams is widely used in higher education institutions in 
Ukraine, as this platform allows teachers and students to conduct the learning process remotely, 
share materials, conduct online lectures and seminars, and organise group projects. By integra- 
ting with other Microsoft services, such as OneDrive and SharePoint, Teams makes it easy to 
work with documents and collaborate on them.

– Coursera is one of the most popular online learning platforms founded in 2012 by 
Stanford University professors. It offers courses, specialisations and certificates from leading 
universities and companies, providing access to quality education from anywhere. The benefits 
include high quality content, interactive assignments, video lectures and forums. The platform 
covers a wide range of topics and allows you to obtain certificates that improve your pro-
fessional level. Specialisations consist of several courses for in-depth study of specific areas. 
Coursera cooperates with institutions such as Stanford, Yale, Google, and IBM (Tamm 2023). 
The disadvantages are paid access to some courses and difficulty for beginners due to the wide 
range of functionality. Overall, Coursera is a convenient tool for learning at your own pace.

– EdX is a leading online learning platform founded in 2012 by MIT and Harvard that 
offers courses, certificates, MicroMasters programmes, and online degrees from the world's 
best universities. It provides access to quality education, regardless of where you live, and pro-
motes professional development.  EdX benefits include high-quality content, interactive assign-
ments, forums, and the opportunity to earn a certificate that enhances your professional profile. 
MicroMasters programmes offer in-depth knowledge in a chosen field and can be counted as 
credits. The platform cooperates with leading universities such as MIT, Harvard, and Microsoft, 
guaranteeing high quality education (Review of Coursera, EdX, and Udacity: What's Good 
and What's Bad). The downside is the high cost of some courses, which can make it difficult for 
students to pay for them.

– Prometheus is a leading Ukrainian platform for massive open online courses, founded 
in 2014. It offers free courses from Ukrainian and international universities, experts and com-
panies. The main advantage is the availability of quality education in Ukrainian for a wide 
audience. Course topics cover business, IT, medicine, law and other disciplines. Learning 
includes interactive assignments, video lectures, tests, and forums. Prometheus has disadvan-
tages, such as a limited budget and a smaller selection of courses compared to Coursera or EdX  
(Prometheus). The platform's uniqueness lies in its emphasis on Ukrainian content and part-
nerships with local universities, which makes the programs relevant to Ukrainian students. 
The platform also supports civic initiatives by offering civic education courses.

– The National Distance Learning Platform is an initiative of the Ukrainian government 
to ensure access to quality education. Launched during the COVID-19 pandemic, it offers free 
resources and courses adapted to the national curriculum, with support for the Ukrainian lan-
guage. The platform ensures accessibility regardless of place of residence or financial status 
and covers a wide range of disciplines, from school subjects to university programs. Interactive 
assignments, video lectures and tests contribute to effective learning. The disadvantages are less 
interactive content and technical problems compared to international platforms.
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Thus, it is important to note that educational platforms play a key role in providing 
distance and blended learning and offer a large number of benefits. In particular, they enable 
access to learning material at any convenient time and from any place, facilitate individualised 
learning and effective communication between teachers and students, encourage independence 
in learning, and provide access to a wide range of learning resources and tools to improve 
the quality of education.

It should be emphasised that without the use of software, it is impossible to achieve the 
ultimate goal of informing the educational and research activities of higher education institu-
tions. At the same time, each higher education institution uses software such as Microsoft Win-
dows operating systems, Microsoft Office document editors, modular object-oriented dynamic 
learning environment Moodle and ESET anti-virus software in its educational and research 
activities. In practice, this software is used in different ways (Shapoval, Kotlyaria, Medvedieva, 
Lishafai, Barabash, & Oleksyuk 2021).

The role of software is to manage the hardware components of various equipment 
(devices) and to create, process, transmit, store and cyber-secure information (data) circulating 
in the information space of higher education institutions (Kavak, Padilla, Vernon-Bido, Diallo, 
Gore, & Shetty 2021). In addition, hardware and software are interdependent and complemen-
tary. When analysing software, the following main characteristics (indicators) of its impact on 
the cybersecurity of higher education institutions can be identified 

 – software installation (availability);
 – adequacy of the software (relevance); 
 – software maintainability;
 – software configuration (Gunduz, & Das 2020).

As in the case of hardware, the inconsistency of at least one of the characteristics of soft-
ware impact on the cybersecurity of an HEI creates preconditions that reduce the cybersecurity 
of the HEI, i.e. create vulnerabilities in the information space (Guembe, Azeta, Misra, Osamor, 
Fernandez-Sanz, & Pospelova 2022).

The decomposition allows us to identify the main characteristics of the impact of exter-
nal and internal factors on the cybersecurity of higher education institutions:

1) the impact of external factors on the cybersecurity of higher education institutions: 
 – the implementation of various types of cyberattacks depends on the quality of deve- 

lopment and production of hardware and software of the respective foreign manufacturer, i.e. 
the presence of vulnerabilities (intentional or unintentional); 

 – in terms of the severity of the impact of external factors on the cybersecurity of higher 
education institutions, the most dangerous compared to other external factors are emergencies 
(natural disasters) (it is almost impossible to reduce the effectiveness of their impact) (Guembe, 
Azeta, Misra, Osamor, Fernandez-Sanz, & Pospelova 2022);

2) the impact of internal factors on the cybersecurity of higher education institutions: 
 – In particular, the quality of a higher education institution's cybersecurity policy, topo- 

logy (architecture) of the information space, hardware and software depends on the compe-
tence of its specialists. At the same time, the future cybersecurity policy of a higher education 
institution may also indirectly affect the training (education) of staff through the establishment 
of legislative requirements for the continuous formation and development of knowledge, skills 
and competencies in the field of cybersecurity;

 – Given the importance of the impact of internal factors on the cybersecurity of higher 
education institutions, staff training (education) is also of particular importance and should 
be systematic (without knowledge, it is impossible to solve all existing problems, especially 
the problem of ensuring cybersecurity in higher education institutions).
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Thus, the analysis of external and internal factors is a prerequisite for understanding 
the current state of cybersecurity in higher education institutions and making appropriate man-
agement decisions to improve it (Hina, & Dominic 2020).

3. Cyberthreats and countermeasures

However, along with the benefits, distance learning brings a number of challenges. 
Key among them is the need to ensure cybersecurity, maintain the quality of education, man-
age online communications, and effectively use technology to create an interactive learning 
process.  The problem of cybersecurity in Ukrainian universities, especially in distance learn-
ing systems, is relevant and urgent. Low user awareness creates significant risks to data and 
network security. Many students and teachers may not have sufficient knowledge of threats 
such as phishing attacks or the use of weak passwords. This leaves them vulnerable to cyber-
criminals. The use of platforms such as Moodle, Google Classroom, Microsoft Teams, Zoom, 
Coursera, EdX, Prometheus, the national distance learning platform, etc. requires a serious 
approach to data protection and privacy. Thus, it is important to choose the right platforms 
that can meet the needs of educational institutions and ensure safe and effective learning. 
The security of these platforms is critical, as they contain a large amount of personal data 
and learning materials. Attacks on these platforms can lead to disruption of the educational 
process, data leakage and financial losses.

Another problem is the vulnerability of e-learning platform software due to outdated 
versions and security flaws when used in Ukrainian universities. This can lead to attacks by 
intruders and leakage of confidential information. Insufficient updates of software systems and 
security flaws can be an easy target for hackers and intruders, threatening the confidentiality 
and integrity of data. Protecting users' personal data is also critical. A large amount of confiden-
tial information stored in e-learning systems can be subject to cyberattacks. Finally, insufficient 
network security can make it difficult to detect and prevent cyber threats. 

Unfortunately, today, a large number of higher education institutions have limited 
resources to effectively protect their networks, which makes them vulnerable to cybercriminals. 
As already mentioned, this can lead to the leakage of confidential information and disruption 
of distance learning systems. We believe that in response to these threats, universities should 
improve their data protection systems and implement strict access policies. Malware protection 
is a key aspect of distance learning. Downloading malicious files can corrupt systems, steal 
data, or gain access to devices. Poor user awareness of cybersecurity issues, such as complex 
passwords or phishing detection, increases the risk of attack. 

Distance learning platforms are also vulnerable to DDoS attacks, which can disrupt 
services, particularly during exams or thesis defence. Limited resources make it difficult to 
implement state-of-the-art security measures, increasing the risk of data breaches that could 
undermine the institution's credibility and violate the law.

The war in Ukraine, which began in 2022, has had a significant impact on higher educa-
tion, making distance learning critical to ensure continuity. The hostilities forced educational 
institutions to urgently switch to an online format, accelerating digital transformation. Students 
and teachers, often displaced by the hostilities, used digital platforms as their primary way of 
learning, regardless of their location. 

Increased risks of cyberattacks required enhanced cybersecurity, including the introduc-
tion of two-factor authentication, regular system updates, and user training. Securing commu-
nications, such as email and video, has become important to protect information and ensure 
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confidentiality. Adaptation of teaching materials to the new teaching environment took into 
account the technical and psychological challenges of students, although it also raised issues of 
copyright and plagiarism. 

International organisations support Ukrainian institutions by providing access to plat-
forms and resources, as well as offering exchange programmes. Raising cybersecurity aware-
ness among teachers and students remains important to reduce vulnerability to threats.

4. Conclusions and prospects for further research

Thus, cybersecurity in the Ukrainian higher education system faces many challenges, 
from protecting personal data and educational materials to ensuring the security of communi-
cations and managing IT infrastructure.  Despite the many challenges, Ukrainian educational 
institutions have managed to adapt to the new environment, continuing to provide quality edu-
cation and support students in this difficult time. Ensuring effective cybersecurity in Ukrainian 
higher education institutions requires a comprehensive approach that includes user training, 
software enhancements, personal data protection, the development of strict security policies 
and strengthening network defences. The 2022 war in Ukraine has had a major impact on the 
higher education system, making distance learning a vital tool for ensuring the continuity of 
the educational process. Distance learning platforms such as Moodle, Google Classroom, and 
Microsoft Teams have played a key role in this transition by providing flexible, affordable, and 
secure solutions for students and teachers.   Successfully overcoming these challenges requires 
a comprehensive approach that includes technical, organisational and educational measures.

In general, ensuring cybersecurity for distance learning platforms in Ukrainian universi-
ties is a complex task that requires constant monitoring, user education, and the implementation 
of modern security technologies. This is the only way to guarantee data security and the conti-
nuity of the educational process. Therefore, we believe it is necessary to develop a structured 
cybersecurity system for students and teachers when working with distance learning platforms 
in Ukrainian higher education institutions (HEIs) that would include several key components. 
This system should ensure reliable data protection, prevent unauthorised access, and guarantee 
the confidentiality and integrity of the educational process. We propose the following structure 
of methods to counter cyber threats in the Ukrainian higher education system:

1. Implementation of a clear cybersecurity policy that covers all aspects of distance 
learning, this policy should be mandatory for all participants in the educational process. This 
should include the establishment of clear rules for accessing learning resources, including the 
use of complex passwords and two-factor authentication;

2. Regular trainings and educational programmes to raise awareness of cybersecurity 
threats and ways to protect cybersecurity among participants in the educational process, such 
measures will help maintain an appropriate level of knowledge, skills and abilities to ensure 
cybersecurity of information and its importance for the educational process. In addition, it is 
important to create a culture of security among students and teachers through regular reminders 
and training activities;

3. Technical measures, which include the implementation of tools to protect information 
systems and data. This includes network security measures, encryption of data transmitted over 
the Internet, installation, maintenance and timely updates of anti-virus software on all devices, 
and regular updates of software and operating systems to close known vulnerabilities;

4. Develop organisational procedures to ensure compliance with cybersecurity poli- 
cies. Here, it is important to pay attention to three components: incident management,  
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i.e. the creation of procedures for responding to cybersecurity incidents, including a data breach 
action plan, the implementation of monitoring systems to detect and analyse suspicious activity, 
as well as regular audits of security systems and evaluation of their effectiveness;

5. Ensuring that the educational process complies with legislation and regulations  
in the field of cybersecurity, as well as supplementing these documents with the specifics  
of cybersecurity in the educational environment;

We believe that the implementation of the proposed measures will ensure reliable protec-
tion of data and information systems in Ukrainian higher education institutions that use distance 
learning platforms for the educational process. Only the systematic implementation and support 
of these measures will help create a reliable and secure educational environment that can effec-
tively withstand modern cyber threats. It is important to regularly review and update security 
policies and measures in line with new threats and technologies.
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